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Why should I care about POPIA?

Because I have a reputation to protect (breaches of this Act 
will be high profile)

Because if I get it wrong it’s going to cost time and money 

Because I could be instructed to stop processing personal 
information

Fines, penalties (up to R10 million), imprisonment, etc

Streamline processes and do things I know I should be doing 
anyway (house-keeping)

Because I want to protect the personal information of 
members

Because it’s law

COFI Governance Principles – include principles relating to 
personal information, especially safety and security (and 
sometimes even refer to POPIA)



POPIA dates – how long have I got?

Commencement date is 

1 July 2020 

One year grace period before 
the Information Regulator will 
start enforcing POPIA i.e. until 

30 June 2021



What is being protected by POPIA and 

when does it apply?

POPIA is aimed at protecting people’s personal information and will regulate all 
processing of personal information

Principle-based legislation

POPIA applies when there is:

Processing of personal information, in a record by (or for) a Responsible Party



A quick run down on terminology



POPIA applies when there is processing

of personal information, in a record by (or 

for) a Responsible Party

 A record: is any form of 
recorded information, 
whether electronic, written, 
graphical or diagrammatic. 
For example your electronic 
records, paper records, an x-
ray or even a photo

Personal information: is a very wide concept and 
basically includes anything about a natural, living 
person (and others like a company or a fund) -
includes information about a person’s race, 
gender, marital status, ethnic or social origin, 
age, physical or mental health, language, religion, 
education, medical, financial, criminal or 
employment history, contact details, biometric 
information, personal opinions, views or 
preferences and confidential correspondence

Living human beings or existing organisations
that are capable of being identified, which means 
that Personal Information  excludes de-identified 
information

Processing: is very widely defined and 
includes the collection, collation, 
storage, use, erasure, destruction 
alteration or distribution of a record 
which has personal information in it. 
Basically, anything that is done with 
personal information from the time it 
is incepted to the time it is destroyed 
is processing



Often data that actuaries use will not be identifiable back to a 
specific person and you don’t need it to be able to do the work

This goes some way to reducing the amount of personal 
information you are dealing with

Personal information must be properly de-identified as 
required under POPIA

Cases overseas dealing with this, as well as regulatory guides 
on how to de-identify information and when it is de-identified. 

If the bits of data can be put together in such a way that an 
individual can be identified from it, the data will constitute 
personal information and POPIA will apply to it

What does it mean to de-identify 

information?



Big Data threatens de-identification, because of the huge amounts of data involved. The cumulative effect of large amounts of data is that it is 

much more likely that de-identified data sets can be matched with personal information, so data can be re-identified

How reasonably forseeable is it that the information can be re-

identified?  It may be technically possible for data to be re-identified, 

but so complicated and time consuming that it is not a practical 

possibility

In assessing the likelihood of de-identified data identifying an 

individual, factors such as cost, difficulty, practicality and likelihood of 

re-identification could be taken into account

What does it mean to de-identify 

information?

2014, Australia



What types of processors of personal 

information are there?

The processor is the person who is processing the personal information. They are either:

• The responsible party – if they are the only person or organisation involved in the activity or they are 
determining why (purpose for) the personal information is being processed, how, means of and when 
e.g. fund and employer

• The operator – if they are processing on behalf of the responsible party in terms of contract, 
agreement, or mandate without coming under their direct authority (even if they are determining how 
to process the person information, under certain circumstances). 

• An operator may process personal information only with the knowledge and authorisation of the 
responsible party, unless otherwise required by law or in the course of the proper performance of its 
duties



So – as an actuary – am I a Responsible 

Party or an Operator for my client activities? 

Why does it matter if I am the Responsible 

Party or the operator?

Likely that our Information Regulator will take heed 

of the case law around the General Data Protection 

Regulation and how the Regulators have applied it



The Responsible Party

• If we are the responsible party (RP then we bear the lion’s 
share of having to comply with POPIA

• RP must satisfy the eight conditions (plus other 
requirements) to lawfully process personal information 
upfront and every time it processes personal information 

• Must also ensure that its operators comply with the eight 
conditions (and other requiments) when it processes 
personal information

• Enter into a written agreement with our operators

• Operators have much fewer legislative requirements

• So responsible parties are only going 
to want to deal with operators who 
are POPIA compliant, because they are 
responsible for operator’s actions 

• May require contractual undertakings
• May require ongoing assurances

The responsible party always 

remains responsible for the

processing of information



Secure the personal information. Establish and comply with security measures provisions

Only process information as agreed with the responsible party

Have a written agreement with the responsible party

Notify breaches to the Responsible Party

Treat personal information confidentially and do not disclose it 

(unless required by law or in the course of properly doing our duties)

Tell the responsible party if you are using third parties to process the personal information

An operator’s responsibilities



Simplified example – fund payment of a 

benefit
Responsible Party Operator

Data subjects
FUND ADMINISTRATORS

MEMBERS/BENEFICIARIES



Example 1 – 37C death benefit process

Example 2 –contributions and schedules

FUND’S 
OPERATOR

RESPONSIBLE 
PARTY

FUND’S 
OPERATOR

DATA 
SUBJECTS

RESPONSIBLE 
PARTY

RESPONSIBLE 
PARTY

OPERATOR 
PROBABLY

FUND’S 
OPERATOR

Employer does 
investigation and report

Fund makes 
allocation decision

Administrator 
pays benefit

Employer pays 
contributions and 
provide schedules

Administrator 
administers 

contributions

Investment 
manager invests 
fund assets obo 

fund
DATA 

SUBJECTS

Fund receives 
contributions and 
invests them

members

Beneficiaries



Fund is a Responsible Party for most of its activities

Employer – both Responsible Party (e.g. payment of contributions) and Operator (e.g. death benefit 
investigations)

Administrator – for fund activities – is an operator

Investment manager – for fund activities – probably an operator

But what about the actuary to, or valuator of, a fund?



OR

Employment 
relationship

Contractual 
relationship

RESPONSIBLE PARTY

RESPONSIBLE PARTY

Statutory 
relationship

RESPONSIBLE PARTY

RESPONSIBLE PARTY

Employee, not 
responsible party

Types of actuarial relationship 
with a fund:

Employee of company 
appointed by the fund

Valuator of fund (personal 
capacity)

Contractor (actuarial services)  
to the fund (personal 
capacity)

FUND

ACTUARY

ACTUARY

ACTUARIAL/ INSURANCE/ 
ETC COMPANY

VALUATOR



What types of action can be taken 
against a Responsible Party?

 Civil action – in a court, instituted by a data subject or the regulator at the request of a data subject 
(damages, aggravated damages, interest and costs of suit could be ordered by the court)

 Criminal prosecution for an offence by the state – on conviction by a court - imprisonment and/or a fine

 Infringement notice by the regulator (up to R10 million) for an alleged offence under POPIA

 Assessment by the regulator of whether a specific instance of processing of personal information complies 
with POPIA

 Information notice by the regulator to a responsible party requiring reports and information. Information 
can be made public by the regulator

 Enforcement notice issued by the regulator which includes the right of the regulator to instruct the 
responsible party to stop processing personal information specified in the notice, for a purpose, or in a 
manner specified in the notice.



In the GDPR world, actuaries are (mostly) 

Responsible Parties

• The {Responsible Party} determines the purposes for and 
the manner in which personal data is processed. This 
means that the {Responsible Party} exercises overall 
control over the ‘why’ and the ‘how’ of a data processing 
activity

• Funds use specialist service providers such as lawyers to 
provide them with legal advice, and actuaries to provide 
advice on scheme funding, consultants on investment 
matters etc. 

• The Information Commissioner’s Office (ICO), - the UK’s 
data protection authority - suggests that the fund may 

not have sole {Responsible Party} responsibility, even 
though it initiated the work by asking for advice or 
commissioning a report

• Responsibility also lies with the specialist service provider, 
which is subject to professional, ethical and legal 
obligations and consequently itself often determines 
what information to obtain and process in order to do the 
work

• So actuaries and lawyers have been see as {Responsible 
Parties} and not {Operators} in the fund context



Data Controller = Responsible Party Data Processor = Operator



How Willis Towers Watson uses personal data when it 

provides actuarial services to UK pension scheme 

trustees



Data Controller = Responsible Party Data Processor = Operator



If I am a Responsible Party – what do I 

have to comply with?



The Eight Conditions and other requirements

POPIA contains eight general protection conditions (see your pre-reading)

Plus other requirements

It is important to know that while POPIA sets out the principles, it also sets out many circumstances when a 
responsible party does not have to comply with the principles (i.e. “justifications”)

You must do this … unless …



The Eight POPIA Conditions for 

Responsible Parties



The Eight POPIA Conditions for Responsible 

Parties



It is important 

to understand 

the concept 

of “purpose”



The Eight POPIA Conditions for Responsible 

Parties

• Purpose is a central concept

• Personal Information can only be collected for a specific, explicitly defined, lawful purpose that is 

related to a function or activity that we perform

• We have to know our purposes for processing personal information

• The Responsible Party must ensure that the data subject know about the purposes (unless there is a 

justification)

• When? Logically it must be before the personal information is collected, but not too long before. The 

best time is probably when the personal information is being collected

• Creates need for manual/policy/notice (external doc)

Condition Three - Purpose



What personal information may I process?



The Eight POPIA Conditions for Responsible 

Parties

Given the purpose for which we are processing personal information, we can only process personal information if it is 
adequate, relevant and not excessive

• Only process personal information in a way that connects correctly, or relates suitably to your purposes

• Don’t process personal information for more than your purposes

• Don’t process more personal information than you need to for the purposes

• Don’t collect more personal information that you need – but ensure you collect what you need

• Don’t process more personal information than you communicated you would or for a purpose you did not communicate

Special Personal Information and Children’s personal information have extra requirements

Condition Two – Processing 



I have heard that I always need to get the 

consent of data subjects before I process 

personal information, is this correct?



The Eight POPIA Conditions for Responsible 

Parties

• The Fund may only process personal information if the data subjects consent or one of the above exist
• Not practical for funds to rely on consent
• Risky to rely on consent – can be withdrawn at any time and may need renewing
• Data subject can object
• In my view, the actuary is going to process because it is pursuing its or the fund’s legitimate interests 

(performing the activities we are expected to perform) and we therefore don’t need consent (but need to 
look at specific purposes/activities) 

Identify
Document

Communicate

Condition Two – Processing



Establishing  legal basis for processing 

personal information example



Establishing  legal basis for processing 

personal information example



Must I always get personal 

information from the data 

subjects themselves (for 

example the member) because 

this doesn’t happen for me – I 

get it from the fund or the 

employer (for example)? 

See Condition 2 in your pre-reading



The Eight POPIA Conditions for Responsible 

Parties 

This is a difficult condition for funds to comply with as often actuaries receive personal information from the fund ot that 
the fnd has received from the employer, not the data subject (e.g. member) themselves

Justification for not complying with this Condition:

(a) Consent (X)
(b) collection from another source would not prejudice a legitimate interest of the data subject 
(c) Collection from another source is required to comply with an obligation imposed by law
(d) To maintain the legitimate interest of the fund

Identify

Document

Communicate

Condition Two – Processing



What must I do if I see that for some of 

my activities I am not complying with 

the eight conditions or other 

requirements?

I could get authorisation from the Information Regulator

I could check if there are any Codes of Conduct that apply

I could check if the Information Regulator has set any specific rules

But before all of the above – I must check POPIA for justifications



The Conditions and other requirements are often set 
out in the form of the condition/ rule/ principle and 
then a list of justifications after that particular rule -

which give you a list of circumstances when you don’t 
have to follow the rule

Justifications



Purpose 

test

• Processing must be necessary for the purpose

Necessity

test

• There has to be a legitimate interest of the fund or third party

Balancing

test

• The legitimate interest must not be overridden by the interests 
of the data subject

Examples of justifications for not 
complying with conditions:

• In the legitimate interest of the data 
subject

• If complying with an obligation in law

• In the legitimate interest of the 
Responsible Party or a third party

• Consent of the data subject

There are a number of instances in POPIA 
where we can use the justification of 
legitimate interest to process personal 
information that we would not otherwise 
have been able to process without, for 
example, getting the consent of the data 
subject or the Information Regulator

Examples of where we can use the ‘legitimate interest 
of the responsible party or a third party’ justification 
(both of which are relevant to retirement funds)

• Requiring the consent of the data subject to 
process their personal information (Condition 2)

• Processing personal information that we have not 
got from the data subject themselves (Condition 2)



The legitimate interest test
 Where the fund relies on “legitimate interests of the fund” to 

process personal information it will balance its own interests 
with that of the data subject and will apply the following test
which looks at purpose, necessity and balance (until such time 
as the Information Regulator or our courts determine a 
different test): 

 (a) Is there a legitimate reason (business objective) or 
purpose for the processing? Is it our legitimate interest? 
What is the legitimate interest? 

 (b) Is processing the information necessary for that 
purpose (e.g. a lawful business objective) and why is it 
important to the fund (is it elective or business critical)?

 (c) “Is the legitimate interest overridden by the interests 
of the data subject? 

Purpose 

test

• Processing must be necessary for the purpose

Necessity

test

• There has to be a legitimate interest of the fund or third 
party

Balancing

test

• The legitimate interest must not be overridden by the 
interests of the data subject

• The fact that the data subject has a reasonable expectation that the fund will process their personal information helps to pass the test.
• Less likely to pass the test where the processing is unwanted by the data subject
• A relevant and appropriate relationship between the parties will also assist – fund actuary and member would be a relevant and 

appropriate relationship
• Balancing the data subject’s interest includes taking measures to protect their privacy rights



Justifications must be:

• identified, (as part of your gap analysis or privacy impact 
assessment)

• documented (e.g. in your privacy policy, notice or manual) and 
• communicated to the data subject (e.g. in the new entrant 

information/notice/manual/policy)

- ongoing





What are the other requirements 

besides from the ‘Eight’ Conditions?



The Eight Conditions 

plus other requirements



What is Special 

Personal Information 

and may I continue 

to process it?



Special Personal Information

We may not process Special Personal Information unless specifically permitted by POPIA 

or if authorised by the Information Regulator

The classes of Special Personal Information are: 



Special Personal Information

Grounds for processing SPI

 A responsible party generally may not process special personal 

information. But, it may process special personal information if it has 

grounds that justify it doing so:

 There are general grounds authorising us processing special personal 

information and there are more specific grounds for each type of special 

personal information that may authorise us processing that type of special 

personal information



Special Personal Information –general 

grounds

The general grounds are:

 Data subject’s consent – the data subject has consented to the processing

 Legal reasons – processing is necessary to establish, exercise, or defend a legal right or obligation

 International legal reasons – processing is necessary to comply with an international public law obligation

 Public interest informational reasons – processing is necessary for historical, statistical, or research purposes and serves a public 
interest

 Informational reasons where consent is difficult or impossible – processing is for historical, statistical, or research purposes and 
consent is difficult or impossible (provided that there are sufficient guarantees to make sure that the processing does not affect 
the data subject’s privacy more than it needs to)

 Public information – the data subject has deliberately made the information public

 Special personal information authorisation – the responsible party is authorised to process the special personal information in 
terms of a specific ground

Nothing particularly useful to us, 
except legal reasons



Special Personal Information: specific 

grounds example: 

Regulator will probably 
issue Rules around this  -

may be helpful



If I want to transfer personal 

information outside South 

Africa, can I do that and what 

do I need to do?

We may not transfer personal information about a data subject outside the 

country unless we comply with specific requirements

Country

Agreements

Binding corporate rules



Microsoft 
Teams

Remember data stored in the cloud



What do I need to do, 

what documentation 

do I need and where 

do I start?



Where do I start?

UNDERSTAND AND ANALYSE

 Training, buy-in, team, data base and budgeting

 Understanding where you fit in to the value chain across your major activities and where you are a 

responsible party or an operator

 Map activities: understand and document your purposes and main activities and what personal 

information you process as well as – processing of account numbers, special personal information, 

children’s information, automated processing and information leaving the country (precursor to other 

deliverables)

 Understand if you are subject to law in foreign jurisdictions e.g. GDPR

 Identify and risk-rate your own operators and decide their requirements going forward

 Analyse who your responsible parties are and what they will require

 Gap analysis?



STATUTORY DELIVERABLES
• Do a privacy impact assessment (measures and 

standards to mitigate privacy risks and how you stack up 
against the Eight Conditions) 

• Identify grounds and any justifications you are relying on 
to process (and communicate where required)

• A compliance framework – work POPIA into your existing 
compliance framework if you have one 

• PAIA Manual 

• Establish processes for data subject interaction 

• Establish reporting requirements to Information 
Regulator 

• Decide where you are going to need to make POPIA 
disclosures to data subjects

• Set up your awareness programme

• Retention and destruction processes

• Consider IT security measures

• Identifying any prior authorisations required

NON-STATUTORY DELIVERABLES

• Delegation from CEO to an Information Officer and 
register Information Officer

• Who is making use of information for direct 
marketing purposes?

• Data Protection Policy (including breach and incident 
management)

• Processes to identify and manage POPIA related 
complaints

• Review standard forms, booklets and 
communications – disclosures and consents (use 
standardised wording as far as possible)

Where do we start?
For the activities where we are the 

Responsible Party



Where do we start?

Agreements 

 POPIA wording for agreements. Negotiating amendments to agreements can take time

 Amendment of agreements to ensure it takes into account all your functions

• Amendment of agreements with employees as well as amendment of employment process documents and employment policies, 
where relevant 

• Draft and implement an upfront plan and ongoing plan (compliance framework)

• Re-look your insurances

• Security measures (business and IT)

• Amendment of any standard procurement/tender documentation or processes

• Adding privacy and cybersecurity to any regular reviews and reports 

• Communication to clients

• Sharing information between parties – document processes and put protocol in place

Whether operator or responsible party



Actuaries and the 

Protection of 

Personal 
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Questions

Thank you



If we have time…



What if I am using algorithms, profiling 

people or we use automated 

processing – can I still do this?



Other requirements…

Algorithms

Profiling

The data subject has the right not to be subjected to an (important) decision about her/him based only on the 
automated processing of her/his personal information intended to profile her/him



What must I 

have in my 

retention 

policy – how 

long may I 

keep 

personal 

information 

for?



The Eight POPIA Conditions for Responsible 

Parties

Retention: 

• One of the ‘exceptions’/ ‘authorisations’ here is that if we are authorised by law to keep it, we may

• There are also provisions allowing restriction of records which allows use only in specified circumstances, such as for storage or proof 
and where a process must be followed before accessing the info

• Very difficult subject for retirement funds and thus, actuaries

Condition Three - Retention



My retention policy – how long may I 

keep personal information for?

Example

Too vague?

Big actuarial 

(and other) firm



Retention – real examples of 

GDPR notices/policies of 

foreign pension funds 



Questions

• What if administrators or funds send me personal information that I don’t need for my fund 
activities?

• If I keep information, do I have to keep it updated?

• Who should de-identify the information and when?

• As an actuary I often sit through meetings and discussions which don’t really have anything to do 
with my role, should I be there?


