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= External forces dominating the risk management agenda

= Geopolitical risk

= ESG / Climate risk
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External Forces Dominating the Risk Management Agenda

Evolving priorities KEY

CRO 12-month risk (2012—2024) @ Regulatory capital management

@ Credit

Wholesale credit risk

Top 10 CRO priorities 2012-24

Retail/consumer risk

Rank 2012 2013 2014 2015 2016 2017 2018 2019 2020-21 2022 2023 2024
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External Forces Dominating the Risk Management Agenda

Risk issues garnering board and CRO atitention over the next 12 months

Cybersecurity continues to be the most prominent risk for CROs and boards*

Top 10 CRO risk priorities for the next 12 months

k Cybersecurity risk 75% % Cybersecurity risk 2%
k Operational resilience 38% k Geopolitical risk

>_‘- litical risk
©—] Geopolitical ris|

37% ‘

Implementation of regulatory rules and

36% ‘ 36% ‘

supervisory expectations

Implementation of regulatory rules and |
P g M . 36% ‘ % ESG 31% ‘
supervisory expectations e
Data risk (e.g., privacy,
33% Operational resilience 30%
governance, control)
S~
inancial crime ri 23% ‘ >— ic ri 23%
Financial crime risk }‘ Strategic risk %
Fraud risk (e.g., digital fraud) 23% ‘ Business model risk 22%
ESG 22% ‘ Compliance risk 22% ‘

Data risk (e.g., privacy,

Compliance risk 21% ‘ 22% ‘

% Use of ML/AI

governance, control)

20% ‘ Use of ML/AI 21% ‘

*In the CRQ’s view



External Forces Dominating the Risk Management Agenda

Most important evolving priorities over the next three years
What priorities do you believe will be most important for your organization over the next three yearse

~ ) x-J ~

Availability and integrity of data 35% | £ | Sd% IT ch=olescenceflegacy systems 35% J BEQ | 3%
- - L
™ - B

y y ._,f- %
E Cybersecurity threat landscape kﬂ-?i‘./,: B2k t E5% } {ngoing changes to global supply chain 2% 0% | 2% |
-- L - '."--\. — - .
Dromestic political unrest by O ' 4 Pace and breadth of change from digitization 1% | g ‘ 3%
S SR
' - . ™SS
E ESG | 36% | 27% | 37% Pace and breadth of organizational changes 15% 18% | 15% |
g ."'\-..___. .\\ _-"';
E Geopolitical conditions 45’.}., 1% | 42% Privacy and data localization restrictions &% 0% | 7% |
".\.. - L T
._\_\\ —-nl .-"‘\._' _.-"'.
Global regulatory fragmentation iT% B3% | 16% | Rizk= as=zociated with use of ML/ Al 49'_-:‘,"} 55% | S50%
L ; *,
- . N iy N O
Impacts of deglobalization | 10% % | 11% ) Scale of change across the crganization | 23% 7 27 | 29% |
'\,,__ ___.-" M
= - -u\ P .:h_
Industry disruption dus to new entrants a3 0% |i o Other 5% 0% \ 9% |
M
Industry disrupticn due to new technologies EE-’.-':\I O 'j E'r".-:'f_I

Crverall G-51B* MNon-G-5IB * Global Syskemically impartant Eank



External Forces Dominating the Risk Management Agenda

Building a high-performing risk management function

In the coming three years, what are the top skill sets your risk
management resources should prioritize to better manage risk?

E Digital acumen {e.g., technology, data, gensrative Al, :_
programiming A

E Apility to adapt to a changing risk envircnment |:— S '

{incleding impact of geopolitical uncertainti=s)

Deeper specialization in at least one domain ]
(=.g., credit, cyber, climate) SR

Understanding of the business and the : ]
Siria

enabling rofe of risk management

Soft =kills {=.g., leadership, relationship building,

communication, negotiation, active teaming) 2 |
Governance and documentation capabilities to satisfy _ o
internal and regulatory requirements and expectations —)

Knowledge of agile development I_
or imnovation method= - e

Eroad understanding of all risk domains |- 1%




External Forces Dominating the Risk Management Agenda

Building a high-performing risk management function

Top skills required in the risk management function over the next three years
What do you see as the most important skill sets required over the next three yearse

Cybersecurity

Al-based miodzl risk managemsnt

Data =cience

Operational risk and resilience

Credit risk

Change and transformation

E Leadership skills/business acumen
Risk data aggregation and reporting

Regqulatory Interpretation and Implementation

aTH
32H |
0%
21% |
2074 |

1% |

15k

14%
14k

13% |

12% |

Data modeling

Anti-monsy laundering (AMLY counter-
terrorism financing (CFT) experience

Dhgital fluemcy

Quantitative analytics O.e.. model
developrment)

Interest ratefbalance sheet and liguidity risk
Governance risk and controls

Financial risk

Counterparky credit risk

Market risk

Other

Mone of the above

1% |
10% |

1k

el ol N B N

1%

1%




External Forces Dominating the Risk Management Agenda

Talent management

For which skill sets do you currently have the biggest challenge attracting and maintaining talente

E Cybersecurity _—54ﬁ| Interest rate/balance sheet and liquidity risk . 1"“|

E Al-bzzad model risk management 41% | Leadership skill=/business acumen . 14“|
Use of MLSAI - 34“i Rizk data aggregation and reporting . 1*’f"‘l

Cuantitative analytics {i.e., model development) - 32|i| Credit risk . 13!".|
Data science - 0% | Governance risk and controls . 12""-|

Data modeling - 29‘“| Change and transformation . liﬂl

E ESG - E'-"‘Ii_ Regulatory Interpretation and Implementation l 111'E|

Operational rizk and resiliznce - EHI Fimancial risk ' 7‘“|

AMLSCFT experience - Elﬂl Counterparty credit risk l 5""'|

pigital fluency [ 168] Nome of the abave | |

Market risk [ 15%] Other | 2|
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Geopolitical Risk

Managing geopolitical risks

Given trends in recent and upcoming elections across the globe, What strategies are you considering to mitigate these risks
how do you anticipate the political and economic landscape evolving, from the prior question?
and what potential risks do you foresee for your institution?
- -~ - ] _:'".-
Shifts in market volatility 439 | 45% | 48% Diversifying investment portfolios | 23% e (o,
. ) ) L N
Changes in regulstory agends 32.:h (27 |'f3..11= ) thanges to business activities and operations . 'fz?-&;\ "fzml
d e ryag L L {e.g., people, suppliers, vendors) L L% v
- 'ﬁ‘ I..-_d— : : -~ ,-"'.-
Shifts in monetary policy affecting interest rates 429 15% | g% Strengthening compliance and regulatory SE% | 54% | 55%
_— e frameworks ) ',
- 5 o = r e . . o
Changes in trade policies and |nterrnahuglaﬁur:.aﬁl 459 | 55% Iff45'.{ Adjusting interest rate risk management 3% | 2'.-:.15:_‘ 'r 38% l
h, ) . ) M L
. ) - o~ ) ) ) -
Changes in cybersecurity threats a4% A5% [ 43% Enhancing cybersecurity measures | sgg 45% | 5o
A M h b
Direct government action impacting business =
operating environment (beyond cyber threats) -"'\ _f’_-"x. E Increasing political risk assessment and scenario o Fal
{e.g., risk of foreign unrest to multinational 11% L 18% ) | 11%) planning | S7% g1% |, 93%
LU W .
bank=} -
- . -
Changes in geopolitical conditions, leading to ’ ra Cal N . X
Oth | |
broader economic uncertainty 0% 1% LB = % \ m}, 'u\_ﬁ%,-'
.._.- - .'H._- l,-"'.- -.'\"'\-_I
Crther 0% 0% | | O% | . . .
L. Cwverall G5B MNon-G-5IB



Geopolitical Risk

Methods for measuring geopolitical risk

Index Name

Geopolitical Risk (GPR)
Index

History

* Developed by Caldara &
lacoviello in 2022

Tracks geopolitical risk
from 1900 to the present
on a daily or monthly basis,
using articles from major
newspapers in the U.S,,
U.K., and Canada

Calculation Method

Frequency of keywords like attack, combat, bomber,
fear, conflict in news articles from major
newspapers

There are 2 components of the index: the
geopolitical threats (GPT) and the geopolitical acts
(GPA) indexes

Use of country-specific measures by counting joint
occurrences in newspapers of geopolitical terms
and the name of the country (or its capital or main
city) in question

Pros

Transparent,
replicable, long
historical data,
validated against
events

Cons

Media bias,
perception-based,
monthly lag,
English-language
bias

BlackRock Geopolitical
Risk Indicator (BGRI)

Developed by BlackRock
Investment Institute

BGRI - Tracks market attention to geopolitical risks by
using machine learning and natural language
processing to analyse brokerage reports and financial
news. It classifies the relevance of each sentence to a
specific risk and evaluates the sentiment—positive or
negative—associated with it

Market-relevant,
machine learning
enhanced, dual
metrics

Complex,
subjective
scenarios, market-
centric, opaque to
non-specialists




Geopolitical Risk

Geopolitical Risk (GPR) Index

When the index is plotted it highlights major geopolitical
events and spikes can be observed, for example, during:

*  The Gulf War

* The aftermath of the 9/11 attacks
* The 2003 Iraqg War

* The Paris terrorist attacks

e The 2017-2018 North Korea crisis

Figure 1: Recent Geopolitical Risk Index from 1985

600 A
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400 Gulf War Iraq War
In\lf?ges
Kuwait
200 ] London
) Bombings .
e Egp;bmg ’ Interv. Aﬁggis Nthg'r;e_a lffg'ﬁ_
Airstrikes Libya Russia Tensions Tensiong
on o gty
100
50
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Note: Recent Geopolitical Risk Index from 1985 through 2020. Index is normalized 100 throughout the

1985-2019 period.

Source: Caldara, Dario and Matteo lacoviello (2022). “Measuring Geopolitical Risk,” International Finance Discussion Papers 1222r1. Washington: Board of Governors of the

Federal Reserve System, https://doi.org/10.17016/IFDP.2022.1222r1




Geopolitical Risk

Impact of geopolitical risk on credit risk

N

Kunjal & Suvvari, 2024 * Geopolitical risk (GPR) increases credit risk by having a positive affect on non-performing loan (NPL)
ratios of SA banks
* GPR has a destabilising effect on SA banks, using a Stability Z-score
* These effects being more pronounced in banks with smaller market capitalizations and higher equity
capitalizations
* However GPR does not significantly influence lending decisions (based on growth rate of loans) and
performance of banks (based on return on assets) in South Africa

GPR leads to a reduction in consumer and mortgage loans due to fear causing customers to delay
spending and investment, but does not dampen corporate loans

Demir and Danisman 2021

Lu, Zhou, et al, 2020 e  Empirical evidence shows that GPR significantly widen credit spreads which is a measure of
corporate credit risk with realized actions such as wars and terrorist attacks exerting stronger
influence than mere threats

Nader Naifar and Shumokh GPR affects the dynamics of Sovereign Credit Default Swap (SCDS) spreads which is a measure of
Aljarba, 2023 Sovereign credit risk
* The effects of GPR on SCDS is positive
* Findings also show that countries with the most significant wealth funds are less affected by
geopolitical uncertainty
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ESG / Climate risk

Organizations’ focus on climate risk throughout the firm

which of the following are the most important mechanisms For which risk types does your organization expect climate-
that support management of climate-change risks? change risk drivers to manifest most significantly in the next

12 months, and in the next three years?
Climate-change risks are embedded in owr risk

L=
identification and assessment processes I Next 12 ths:

We conduct scenario analysis andfor stress _— S ) 7
e s B Credit risk (G-5IBs: 42%) B -

Climate-change risks are reflected in our risk _—52'& Reputational risk (G-SIBs: 83%) 5%
meetrics and monitoring :

We quantitatively assess the potential impact of _ oy | Compliance and legal risk (G-SIBs: 25%) - a3%

phy=ical risks related to climate change
Wi hawe policies in place for businesses impacted _ S0% ' Mext 3 years:

by climate change

We quantitatively as=ses=s the potential impact of

credit risk (6-51B=:55%) |||
transition risks of moving to a lower- - 45K .
carbon economy where relevant Reputational risk {G-51B=: T3%) - 45K

Climate-change risks are reflected in our risk

sppstite quantitstively [N 4% BE=  strategic risk (G-SIBs: 55%) I 42% |

Mone of the above . 11% .

Other | 24 |



ESG / Climate risk

Incorporation of climate risk in loan loss provisions

Please indicate the expected increase of loan loss provisions, including How did you consider climate-related risks in the loan loss provision in the
potential overlays, due to climate-related risks compared to the status most recent financial statements?
guo (short-term view for the next 2 years/long-term view for the next

10 years)

& Thort-term LLF Increass d Long-term LLP Ircrmass

"E n = = E I
T ] S5 - &
g E g 5% 23 g5
£d = 5F ESE :
) Li
) 8
Do you plan to consider ESG risks in the why do you not plan to consider ESG
loan loss provision in the next financial risks in the loan loss provision in the
statements? next financial statements?

Mo regul atory
requirement Ll
P I e
short term B=
N ANl e
vet
N e
available
nompact [N =

thi i)
:-‘:'.".'-'l':'u'r'mﬂ:l !

=%es = Mo



Questions?
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